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�� eSaP StatePeQt 
 
H6DPYHUNDQVSURJUDPPHW �H6DP�� LV D 6ZHGLVK JRYHUQPHQWDO GLJLWDOL]DWLRQ RUJDQL]DWLRQ 
HVWDEOLVKHG LQ �����  ,W LV FRPSULVHG RI �� SXEOLF VHFWRU DJHQFLHV DQG WKH 6ZHGLVK $VVRFLDWLRQ �

RI /RFDO $XWKRULWLHV DQG 5HJLRQV �6YHULJHV .RPPXQHU RFK /DQGVWLQJ� ³6./´� WKDW ZRUN 
WRJHWKHU WR IDFLOLWDWH WKH GLJLWDOL]DWLRQ RI WKH SXEOLF VHFWRU� 
 

 
6RXUFH� H6DP 

 
,Q 2FWREHU ����� H6DP LVVXHG D ​/egal Statement on 'isclosure and &loud Services​ �​eSam 
/egal Statement​�  WKDW KDV JLYHQ ULVH WR PLVFRQFHSWLRQV DQG XQFHUWDLQW\ DPRQJ SXEOLF �

DJHQFLHV DQG DXWKRULWLHV� DV ZHOO DV FRQFRPLWDQW GHOD\V LQ NH\ SXEOLF SURFXUHPHQW SURMHFWV 
LQWHQGHG WR GLJLWDOO\ WUDQVIRUP FULWLFDO SXEOLF VHFWRU VHUYLFHV�  
 
3UREOHPDWLFDOO\� WKH H6DP /HJDO 6WDWHPHQW FLWHG DQ H[DPSOH UHODWHG WR WKH &/28' $FW� 
 

« WKH UHJXODWLRQ WKDW SURYLGHV WKDW 8�6� DXWKRULWLHV PXVW DOVR EH SURYLGHG 
DFFHVV WR GDWD VWRUHG DEURDG DQG WKDW 8�6� VHUYLFH SURYLGHUV IRU WKDW 
UHDVRQ FDQQRW UHIXVH WR GLVFORVH VXFK GDWD� $FFRUGLQJ WR WKLV UHJXODWLRQ� 
FRQILGHQWLDO LQIRUPDWLRQ PD\ EH GLVFORVHG HYHQ LI WKH DFWXDO VWRUDJH WDNHV 
SODFH ZLWKLQ WKH (8¶V ERUGHUV� 

 

� H6DPYHUNDQVSURJUDPPHW� KWWS���ZZZ�HVDPYHUND�VH�� 
� ​5lWWVOLJW XWWDODQGH RP U|MDQGH RFK PROQWMlQVWHU �6ZHGLVK�� 2FWREHU ����� H6DPYHUNDQVSURJUDPPHW VWDWHG WKDW 
FRQILGHQWLDO LQIRUPDWLRQ PDGH WHFKQLFDOO\ DYDLODEOH WR D VHUYLFH SURYLGHU LV GHHPHG WR KDYH EHHQ GLVFORVHG LI� E\ 
UHDVRQ RI RZQHUVKLS RU RWKHUZLVH� WKH VHUYLFH SURYLGHU LV VXEMHFW WR WKH MXULVGLFWLRQ RI DQRWKHU FRXQWU\ XQGHU 
ZKLFK WKH VHUYLFH SURYLGHU PD\ EH UHTXLUHG WR SURYLGH WKH FRQILGHQWLDO LQIRUPDWLRQ� ZLWKRXW UHIHUHQFH WR DQ 
LQWHUQDWLRQDO OHJDO WUHDW\ RU RWKHU OHJDO EDVLV XQGHU 6ZHGLVK ODZ� 
KWWS���ZZZ�HVDPYHUND�VH�GRZQORDG�������D�������EIDIE���F�F�D���������������H6DP�������5lWWVOLJW��
�XWWDODQGH���RP���U|MDQGH���RFK���PROQWMlQVWHU�SGI ​� H6DP UHOHDVHG D VXSSOHPHQWDU\ VWDWHPHQW RQ 
6HSWHPEHU ��� ����� 
KWWS���ZZZ�HVDPYHUND�VH�GRZQORDG�����F����D���G�EE�D�I���IH����������������.RPSOHWWHUDQGH���LQIR��
�RP���PROQIU�&��$�JDQ�SGI 

3XEOLVKHG� �� 1RYHPEHU ����      � 



 

2Q 6HSWHPEHU ��� ����� 0LQLVWHU $QGHUV <JHPDQ DQQRXQFHG WKDW WKH 6ZHGLVK JRYHUQPHQW 
ZRXOG DSSRLQW D VSHFLDO LQYHVWLJDWRU WR LQYHVWLJDWH WKH FRQGLWLRQV XQGHU ZKLFK SXEOLF VHFWRU 
HQWLWLHV PD\ JDLQ DFFHVV WR VHFXUH DQG FRVW�HIIHFWLYH ,7 VHUYLFHV� 7KH LQYHVWLJDWRU ZLOO� ​inter 
alia ​� VXEPLW SURSRVDOV IRU PRUH VHFXUH IRUPV RI FRRUGLQDWHG VWDWH ,7 RSHUDWLRQV DQG FODULI\ 
WKH OHJDO FULWHULD WKDW PXVW EH PHW WR VDIHO\ XVH SULYDWH SURYLGHUV RI ,7 VHUYLFHV�  �

 
7KH DVVLJQPHQWV WR VXUYH\ DQG DQDO\]H WKH JRYHUQPHQW
V ,7 RSHUDWLRQV DQG WKH OHJDO 
FRQGLWLRQV VXUURXQGLQJ WKHP PXVW EH UHSRUWHG E\ WKH VSHFLDO LQYHVWLJDWRU QR ODWHU WKDQ 
$XJXVW ��� ����� 7KH WDVN RI SURSRVLQJ PRUH VHFXUH IRUPV RI FRRUGLQDWHG VWDWH ,7 VHUYLFHV 
PXVW EH UHSRUWHG QR ODWHU WKDQ 0D\ ��� ����� 
 
7KH *RYHUQPHQW KDV DOVR GHFLGHG WR H[WHQG WKH 6ZHGLVK 6RFLDO ,QVXUDQFH $JHQF\
V 
�)|UVlNULQJVNDVVDQ� RQJRLQJ DVVLJQPHQW WR RIIHU FRRUGLQDWHG DQG VHFXUH VWDWH ,7 VHUYLFHV 
XQWLO 'HFHPEHU ��� �����  �

 
 

�� 7he C/28' $ct 
 
,Q ����� WKH 8QLWHG 6WDWHV &RQJUHVV HQDFWHG WKH 6WRUHG &RPPXQLFDWLRQV $FW �³6&$´� � ZKLFK �

FRYHUV ODZ HQIRUFHPHQW DFFHVV WR HOHFWURQLF FRPPXQLFDWLRQV� ,Q ����� WKH 8�6� JRYHUQPHQW 
VHUYHG 0LFURVRIW DQ 6&$ ZDUUDQW DSSURYHG E\ DQ LQGHSHQGHQW MXGJH� ZKR KDG IRXQG 
SUREDEOH FDXVH WR MXVWLI\ WKH JRYHUQPHQW¶V UHTXHVW IRU D VHDUFK IRU HOHFWURQLF GDWD UHODWHG WR 
WKH FRPPLVVLRQ RI D FULPH� $Q DSSHOODWH FRXUW KHOG� IRU WKH ILUVW WLPH VLQFH WKH 6&$ ZDV 
HQDFWHG� WKDW WKH 6&$ GLG QRW UHTXLUH 0LFURVRIW WR GLVFORVH LQIRUPDWLRQ LQ LWV FXVWRG\ DQG 
FRQWURO WKDW LW KDG VWRUHG RQ D VHUYHU LQ ,UHODQG� 0DQ\ RWKHU 8�6� FRXUWV GLVDJUHHG ZLWK WKLV 
GHFLVLRQ� DQG LW ZDV RQ DSSHDO WR WKH 8�6� 6XSUHPH &RXUW ZKHQ &RQJUHVV HQDFWHG WKH 
&ODULI\LQJ /DZIXO 2YHUVHDV 8VH RI 'DWD $FW �³&/28' $FW´� LQ 0DUFK ����� PRRWLQJ WKH FDVH� 
 
7KH &/28' $FW DLPHG WR HQVXUH FODULW\� E\ UHVWRULQJ WKH ZLGHO\ DFFHSWHG DQG ORQJ�VWDQGLQJ 
XQGHUVWDQGLQJ RI 8�6� ODZ� 6LJQLILFDQWO\� WKH $FW GLG QRW FKDQJH H[LVWLQJ 8�6� OHJDO SULQFLSOHV 
RQ JRYHUQPHQW GDWD DFFHVV UHTXHVWV� EXW GLG FODULI\ WKDW FRPPXQLFDWLRQV VHUYLFH SURYLGHUV 
VXEMHFW WR 8�6� MXULVGLFWLRQ PXVW GLVFORVH GDWD ZLWKLQ WKH FRPSDQ\¶V ³SRVVHVVLRQ� FXVWRG\� RU 
FRQWURO´� UHJDUGOHVV RI ZKHUH WKH GDWD LV VWRUHG�  
 
,Q RWKHU ZRUGV� WKH $FW PDNHV H[SOLFLW LQ 8�6� ODZ WKH HVWDEOLVKHG SULQFLSOH �ORQJVWDQGLQJ LQ 
ERWK WKH 8QLWHG 6WDWHV DQG LQ PDQ\ IRUHLJQ FRXQWULHV� WKDW D FRPSDQ\ VXEMHFW WR 8�6� 
MXULVGLFWLRQ PD\ EH UHTXLUHG WR SURGXFH GDWD ZLWKLQ LWV FXVWRG\ DQG FRQWURO� UHJDUGOHVV RI 
ZKHUH LW FKRRVHV WR VWRUH WKDW GDWD� 7KLV SURYLVLRQ VLPSO\ FRGLILHV ZKDW KDG EHHQ WKH ODZ DQG 
SUDFWLFH SULRU WR WKH ���� 0LFURVRIW GHFLVLRQ � DQG HQVXUHV WKDW WKH 8QLWHG 6WDWHV UHPDLQV LQ �

� 0\QGLJKHWHUQDV LW�GULIW VND EOL VlNUDUH RFK PHU NRVWQDGVHIIHNWLY �6ZHGLVK�� 6HSWHPEHU ���� 
KWWSV���ZZZ�UHJHULQJHQ�VH�SUHVVPHGGHODQGHQ���������P\QGLJKHWHUQDV�LW�GULIW�VND�EOL�VDNUDUH�RFK�PHU�NRVWQDGV
HIIHNWLY� ​� 
� ,ELG� 
� 6WRUHG :LUH DQG (OHFWURQLF &RPPXQLFDWLRQV DQG 7UDQVDFWLRQDO 5HFRUGV $FFHVV� 8QLWHG 6WDWHV &RGH� �� 8�6�&� 
��� ​KWWSV���ZZZ�JRYLQIR�JRY�DSS�GHWDLOV�86&2'(������WLWOH���86&2'(������WLWOH���SDUW,�FKDS��� ​� 
� ​0LFURVRIW Y� 8QLWHG 6WDWHV​� ��� )��G ��� ��G &LU� ������ 

3XEOLVKHG� �� 1RYHPEHU ����      � 

 

FRPSOLDQFH ZLWK LWV REOLJDWLRQV XQGHU WKH %XGDSHVW &\EHUFULPH &RQYHQWLRQ � ZKLFK UHTXLUHV �

DOO PHPEHU VWDWHV WR KDYH WKH SRZHU WR FRPSHO SURYLGHUV LQ WKHLU WHUULWRU\ WR GLVFORVH 
HOHFWURQLF GDWD LQ WKHLU FRQWURO� QR PDWWHU ZKHUH VWRUHG� ​$ccordingl\, the &/O8' $ct did not 
alter whether or not a Srovider is subMect to 8.S. Murisdiction, nor did it give 8.S. law 
enforcement an\ new authorit\ to acTuire data.  8

 
:KDW LV PRUH� WKH $FW XSGDWHV WKH OHJDO IUDPHZRUN IRU KRZ ODZ HQIRUFHPHQW DXWKRULWLHV PD\ 
UHTXHVW HOHFWURQLF HYLGHQFH QHHGHG WR SURWHFW SXEOLF VDIHW\ IURP VHUYLFH SURYLGHUV ZKLOH 
UHVSHFWLQJ SULYDF\ LQWHUHVWV DQG VRYHUHLJQW\ E\ DXWKRUL]LQJ WKH 8QLWHG 6WDWHV WR HQWHU LQWR 
ELODWHUDO DJUHHPHQWV WR IDFLOLWDWH WKH DELOLW\ RI WUXVWHG IRUHLJQ SDUWQHUV WR DWWDLQ WKH HOHFWURQLF 
HYLGHQFH WKH\ QHHG WR FRPEDW VHULRXV FULPHV� 7R TXDOLI\ XQGHU WKH $FW� D SDUWQHU FRXQWU\ 
PXVW DGKHUH WR EDVHOLQH UXOH�RI�ODZ� SULYDF\� DQG FLYLO OLEHUWLHV SURWHFWLRQV� 7KURXJK ELODWHUDO 
DJUHHPHQWV� HDFK FRXQWU\ ZRXOG DJUHH WR ORZHU WKH OHJDO EDUULHUV WKDW SUHYHQW WKHLU 
FRPPXQLFDWLRQ VHUYLFH SURYLGHUV IURP FRPSO\LQJ ZLWK TXDOLI\LQJ ODZIXO RUGHUV IRU HOHFWURQLF 
GDWD LVVXHG E\ WKH RWKHU FRXQWU\� %\ GURSSLQJ OHJDO EDUULHUV� HDFK FRXQWU\ FRXOG VHUYH LWV 
OHJDO SURFHVV ± OLNH VHDUFK ZDUUDQWV ± GLUHFWO\ RQ WKH SURYLGHUV RI WKH RWKHU FRXQWU\� 
GUDPDWLFDOO\ LQFUHDVLQJ VSHHG DQG HIILFLHQF\ FRPSDUHG ZLWK H[LVWLQJ PHWKRGV RI WUDQVIHUULQJ 
HOHFWURQLF HYLGHQFH�  
 
2Q 2FWREHU �� ����� WKH 8�6��8�.� VLJQHG D %LODWHUDO 'DWD $FFHVV $JUHHPHQW SXUVXDQW WR WKH 
&/28' $FW�  6LJQLILFDQWO\� LW LQFOXGHV D FDUYHRXW IRU JRYHUQPHQW WR JRYHUQPHQW UHTXHVWV IRU �

GDWD�   ��

 
 

�� 7he 5eal Stor\ 

 
7KH &/28' $FW GRHV QRW� 
 

Ɣ *LYH 8�6� ODZ HQIRUFHPHQW DQ\ QHZ OHJDO DXWKRULW\ WR DFTXLUH GDWD� 
Ɣ *LYH 8�6� FRXUWV H[SDQGHG MXULVGLFWLRQ RYHU FRPSDQLHV RU FKDQJH WKH UHTXLUHPHQW 

WKDW WKH 8�6� PXVW KDYH SHUVRQDO MXULVGLFWLRQ RYHU D FRPSDQ\ WR UHTXLUH WKH 
GLVFORVXUH RI LQIRUPDWLRQ WKH FRPSDQ\ KROGV� 

Ɣ $OWHU WKH IXQGDPHQWDO FRQVWLWXWLRQDO DQG VWDWXWRU\ UHTXLUHPHQWV 8�6� ODZ 
HQIRUFHPHQW PXVW PHHW WR REWDLQ OHJDO SURFHVV IRU GDWD� 

� 7KH &RQYHQWLRQ RQ &\EHUFULPH RI WKH &RXQFLO RI (XURSH �&(76 1R������ NQRZQ DV WKH %XGDSHVW &RQYHQWLRQ 
KWWSV���ZZZ�FRH�LQW�HQ�ZHE�F\EHUFULPH�WKH�EXGDSHVW�FRQYHQWLRQ ​� 
� ​3URPRtLQJ 3XEOLc SaIety� 3ULvacy� aQG the 5XOe RI LaZ AURXQG the :RUOG: The 3XUSRse aQG ,PSact RI the 
CLOUD Ac ​W� :KLWH 3DSHU� 8�6� 'HSDUWPHQW RI -XVWLFH� $SULO ���� 
KWWSV���ZZZ�MXVWLFH�JRY�RSD�SU�MXVWLFH�GHSDUWPHQW�DQQRXQFHV�SXEOLFDWLRQ�ZKLWH�SDSHU�FORXG�DFW ​� 
� 8�6� $QG 8. 6LJQ /DQGPDUN &URVV�%RUGHU 'DWD $FFHVV $JUHHPHQW WR &RPEDW &ULPLQDOV DQG 7HUURULVWV 2QOLQH� 
8�6� 'HSDUWPHQW RI -XVWLFH� 2FWREHU ���� 
KWWSV���ZZZ�MXVWLFH�JRY�RSD�SU�XV�DQG�XN�VLJQ�ODQGPDUN�FURVV�ERUGHU�GDWD�DFFHVV�DJUHHPHQW�FRPEDW�FULPLQDOV�
DQG�WHUURULVWV ​� 
��$JUHHPHQW EHWZHHQ WKH *RYHUQPHQW RI WKH 8QLWHG .LQJGRP RI *UHDW %ULWDLQ DQG 1RUWKHUQ ,UHODQG DQG WKH 
*RYHUQPHQW RI WKH 8QLWHG 6WDWHV RI $PHULFD RQ $FFHVV WR (OHFWURQLF 'DWD IRU WKH 3XUSRVH RI &RXQWHULQJ 6HULRXV 
&ULPH 
KWWSV���DVVHWV�SXEOLVKLQJ�VHUYLFH�JRY�XN�JRYHUQPHQW�XSORDGV�V\VWHP�XSORDGV�DWWDFKPHQWBGDWD�ILOH��������&6B8
6$B������B$JUHHPHQWBEHWZHHQBWKHB8QLWHGB.LQJGRPBDQGBWKHB86$BRQB$FFHVVBWRB(OHFWURQLFB'DWDBIRUBWKHB
3XUSRVHBRIB&RXQWHULQJB6HULRXVB&ULPH�SGI ​� 

3XEOLVKHG� �� 1RYHPEHU ����      � 



 

2Q 6HSWHPEHU ��� ����� 0LQLVWHU $QGHUV <JHPDQ DQQRXQFHG WKDW WKH 6ZHGLVK JRYHUQPHQW 
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alia ​� VXEPLW SURSRVDOV IRU PRUH VHFXUH IRUPV RI FRRUGLQDWHG VWDWH ,7 RSHUDWLRQV DQG FODULI\ 
WKH OHJDO FULWHULD WKDW PXVW EH PHW WR VDIHO\ XVH SULYDWH SURYLGHUV RI ,7 VHUYLFHV�  �

 
7KH DVVLJQPHQWV WR VXUYH\ DQG DQDO\]H WKH JRYHUQPHQW
V ,7 RSHUDWLRQV DQG WKH OHJDO 
FRQGLWLRQV VXUURXQGLQJ WKHP PXVW EH UHSRUWHG E\ WKH VSHFLDO LQYHVWLJDWRU QR ODWHU WKDQ 
$XJXVW ��� ����� 7KH WDVN RI SURSRVLQJ PRUH VHFXUH IRUPV RI FRRUGLQDWHG VWDWH ,7 VHUYLFHV 
PXVW EH UHSRUWHG QR ODWHU WKDQ 0D\ ��� ����� 
 
7KH *RYHUQPHQW KDV DOVR GHFLGHG WR H[WHQG WKH 6ZHGLVK 6RFLDO ,QVXUDQFH $JHQF\
V 
�)|UVlNULQJVNDVVDQ� RQJRLQJ DVVLJQPHQW WR RIIHU FRRUGLQDWHG DQG VHFXUH VWDWH ,7 VHUYLFHV 
XQWLO 'HFHPEHU ��� �����  �

 
 

�� 7he C/28' $ct 
 
,Q ����� WKH 8QLWHG 6WDWHV &RQJUHVV HQDFWHG WKH 6WRUHG &RPPXQLFDWLRQV $FW �³6&$´� � ZKLFK �

FRYHUV ODZ HQIRUFHPHQW DFFHVV WR HOHFWURQLF FRPPXQLFDWLRQV� ,Q ����� WKH 8�6� JRYHUQPHQW 
VHUYHG 0LFURVRIW DQ 6&$ ZDUUDQW DSSURYHG E\ DQ LQGHSHQGHQW MXGJH� ZKR KDG IRXQG 
SUREDEOH FDXVH WR MXVWLI\ WKH JRYHUQPHQW¶V UHTXHVW IRU D VHDUFK IRU HOHFWURQLF GDWD UHODWHG WR 
WKH FRPPLVVLRQ RI D FULPH� $Q DSSHOODWH FRXUW KHOG� IRU WKH ILUVW WLPH VLQFH WKH 6&$ ZDV 
HQDFWHG� WKDW WKH 6&$ GLG QRW UHTXLUH 0LFURVRIW WR GLVFORVH LQIRUPDWLRQ LQ LWV FXVWRG\ DQG 
FRQWURO WKDW LW KDG VWRUHG RQ D VHUYHU LQ ,UHODQG� 0DQ\ RWKHU 8�6� FRXUWV GLVDJUHHG ZLWK WKLV 
GHFLVLRQ� DQG LW ZDV RQ DSSHDO WR WKH 8�6� 6XSUHPH &RXUW ZKHQ &RQJUHVV HQDFWHG WKH 
&ODULI\LQJ /DZIXO 2YHUVHDV 8VH RI 'DWD $FW �³&/28' $FW´� LQ 0DUFK ����� PRRWLQJ WKH FDVH� 
 
7KH &/28' $FW DLPHG WR HQVXUH FODULW\� E\ UHVWRULQJ WKH ZLGHO\ DFFHSWHG DQG ORQJ�VWDQGLQJ 
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FRQWURO´� UHJDUGOHVV RI ZKHUH WKH GDWD LV VWRUHG�  
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HYLGHQFH WKH\ QHHG WR FRPEDW VHULRXV FULPHV� 7R TXDOLI\ XQGHU WKH $FW� D SDUWQHU FRXQWU\ 
PXVW DGKHUH WR EDVHOLQH UXOH�RI�ODZ� SULYDF\� DQG FLYLO OLEHUWLHV SURWHFWLRQV� 7KURXJK ELODWHUDO 
DJUHHPHQWV� HDFK FRXQWU\ ZRXOG DJUHH WR ORZHU WKH OHJDO EDUULHUV WKDW SUHYHQW WKHLU 
FRPPXQLFDWLRQ VHUYLFH SURYLGHUV IURP FRPSO\LQJ ZLWK TXDOLI\LQJ ODZIXO RUGHUV IRU HOHFWURQLF 
GDWD LVVXHG E\ WKH RWKHU FRXQWU\� %\ GURSSLQJ OHJDO EDUULHUV� HDFK FRXQWU\ FRXOG VHUYH LWV 
OHJDO SURFHVV ± OLNH VHDUFK ZDUUDQWV ± GLUHFWO\ RQ WKH SURYLGHUV RI WKH RWKHU FRXQWU\� 
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Ɣ *LYH 8�6� ODZ HQIRUFHPHQW DQ\ QHZ OHJDO DXWKRULW\ WR DFTXLUH GDWD� 
Ɣ *LYH 8�6� FRXUWV H[SDQGHG MXULVGLFWLRQ RYHU FRPSDQLHV RU FKDQJH WKH UHTXLUHPHQW 

WKDW WKH 8�6� PXVW KDYH SHUVRQDO MXULVGLFWLRQ RYHU D FRPSDQ\ WR UHTXLUH WKH 
GLVFORVXUH RI LQIRUPDWLRQ WKH FRPSDQ\ KROGV� 

Ɣ $OWHU WKH IXQGDPHQWDO FRQVWLWXWLRQDO DQG VWDWXWRU\ UHTXLUHPHQWV 8�6� ODZ 
HQIRUFHPHQW PXVW PHHW WR REWDLQ OHJDO SURFHVV IRU GDWD� 

� 7KH &RQYHQWLRQ RQ &\EHUFULPH RI WKH &RXQFLO RI (XURSH �&(76 1R������ NQRZQ DV WKH %XGDSHVW &RQYHQWLRQ 
KWWSV���ZZZ�FRH�LQW�HQ�ZHE�F\EHUFULPH�WKH�EXGDSHVW�FRQYHQWLRQ ​� 
� ​3URPRtLQJ 3XEOLc SaIety� 3ULvacy� aQG the 5XOe RI LaZ AURXQG the :RUOG: The 3XUSRse aQG ,PSact RI the 
CLOUD Ac ​W� :KLWH 3DSHU� 8�6� 'HSDUWPHQW RI -XVWLFH� $SULO ���� 
KWWSV���ZZZ�MXVWLFH�JRY�RSD�SU�MXVWLFH�GHSDUWPHQW�DQQRXQFHV�SXEOLFDWLRQ�ZKLWH�SDSHU�FORXG�DFW ​� 
� 8�6� $QG 8. 6LJQ /DQGPDUN &URVV�%RUGHU 'DWD $FFHVV $JUHHPHQW WR &RPEDW &ULPLQDOV DQG 7HUURULVWV 2QOLQH� 
8�6� 'HSDUWPHQW RI -XVWLFH� 2FWREHU ���� 
KWWSV���ZZZ�MXVWLFH�JRY�RSD�SU�XV�DQG�XN�VLJQ�ODQGPDUN�FURVV�ERUGHU�GDWD�DFFHVV�DJUHHPHQW�FRPEDW�FULPLQDOV�
DQG�WHUURULVWV​� 
��$JUHHPHQW EHWZHHQ WKH *RYHUQPHQW RI WKH 8QLWHG .LQJGRP RI *UHDW %ULWDLQ DQG 1RUWKHUQ ,UHODQG DQG WKH 
*RYHUQPHQW RI WKH 8QLWHG 6WDWHV RI $PHULFD RQ $FFHVV WR (OHFWURQLF 'DWD IRU WKH 3XUSRVH RI &RXQWHULQJ 6HULRXV 
&ULPH 
KWWSV���DVVHWV�SXEOLVKLQJ�VHUYLFH�JRY�XN�JRYHUQPHQW�XSORDGV�V\VWHP�XSORDGV�DWWDFKPHQWBGDWD�ILOH��������&6B8
6$B������B$JUHHPHQWBEHWZHHQBWKHB8QLWHGB.LQJGRPBDQGBWKHB86$BRQB$FFHVVBWRB(OHFWURQLFB'DWDBIRUBWKHB
3XUSRVHBRIB&RXQWHULQJB6HULRXVB&ULPH�SGI ​� 

3XEOLVKHG� �� 1RYHPEHU ����      � 



 

Ɣ $OWHU RU H[SDQG WKH KLVWRULFDO VFRSH RI ZDUUDQWV LVVXHG XQGHU 8�6� ODZ� 
,QGLVFULPLQDWH RU EXON GDWD FROOHFWLRQ LV QRW SHUPLWWHG� 

Ɣ &KDQJH 8�6� ODZ RU SUDFWLFH UHJDUGLQJ WKH 8�6� 'HSDUWPHQW RI -XVWLFH¶V SUHYLRXV 
SRVLWLRQ WKDW SURVHFXWRUV VKRXOG VHHN GDWD GLUHFWO\ IURP WKH HQWHUSULVH FOLHQW� LI 
SUDFWLFDO� DQG LI GRLQJ VR ZLOO QRW FRPSURPLVH WKH LQYHVWLJDWLRQ�  

 
 

�� 0isperceptioQs aQd 0\ths  ��

 
0\th ​� 8�6� ODZ HQIRUFHPHQW DXWKRULWLHV ZLOO KDYH XQIHWWHUHG DFFHVV WR WKH FRQWHQWV RI 
VWRUHG FRPPXQLFDWLRQV� 
 

)act ​� 7KH LQLWLDWLQJ SURFHGXUH IRU JRYHUQPHQW DFFHVV WR FRPPXQLFDWLRQV 
FRQWHQW LV D VHDUFK ZDUUDQW� VLJQHG E\ DQ LQGHSHQGHQW 8�6� MXGJH� 

 
0\th​� 7KH &/28' $FW ZLOO EH XVHG E\ 8�6� ODZ HQIRUFHPHQW WR DFFHVV GDWD VWRUHG E\ 
8�6��EDVHG FORXG SURYLGHUV� 
 

)act ​� 7KH &/28' $FW DSSOLHV WR VHYHUDO FDWHJRULHV RI VHUYLFH SURYLGHUV LI WKH\ 
DUH VXEMHFW WR MXULVGLFWLRQ LQ WKH 8QLWHG 6WDWHV� UHJDUGOHVV RI ZKHUH WKH\ DUH 
EDVHG� 7KH 8�6� 'HSDUWPHQW RI -XVWLFH KDV DGRSWHG D SROLF\ RI QRW VHHNLQJ 
GDWD IURP WKH VHUYLFH SURYLGHU� KRZHYHU� XQOHVV VHHNLQJ GDWD IURP WKH 
HQWHUSULVH FXVWRPHU ZRXOG VDFULILFH WKH LQYHVWLJDWLRQ� 

 
0\th​� 7KH &/28' $FW DOORZV IRU GDWD DFFHVV UHTXHVWV WR EH PDGH RQ YDULRXV 
JURXQGV� LQFOXGLQJ FLYLO� DGPLQLVWUDWLYH RU FRPPHUFLDO LQTXLULHV� 
 

)act ​� :DUUDQWV REWDLQHG XQGHU WKH &/28' $FW FDQ RQO\ EH LVVXHG E\ 8�6� 
FRXUWV LQ FRQQHFWLRQ ZLWK WKH LQYHVWLJDWLRQ RI FULPLQDO DFWLYLW\� 

 
0\th​� 7KH &/28' $FW FDQ FUHDWH FRQIOLFWV RI ODZV DQG GRHV QRW SURYLGH IRU PHDQV RI 
UHFRXUVH� 
 

)act ​� 7KH &/28' $FW FRQWDLQV UREXVW VDIHJXDUGV DQG� HYHQ LQ WKH DEVHQFH RI 
DQ ([HFXWLYH $JUHHPHQW EHWZHHQ WKH 8QLWHG 6WDWHV DQG D IRUHLJQ FRXQWU\� LW 
RIIHUV D FRPPRQ�ODZ UHFRXUVH RQ FRPLW\� ,Q RWKHU ZRUGV� WKH &/28' $FW 
GRHV QRW UHTXLUH DQ H[HFXWLYH DJUHHPHQW WR EH LQ SODFH EHWZHHQ WKH 8�6� DQG D 
IRUHLJQ FRXQWU\ IRU D SURYLGHU WR EH DEOH WR FKDOOHQJH OHJDO SURFHVV LVVXHG 
XQGHU WKH $FW RQ JURXQGV RI LQWHUQDWLRQDO FRPLW\� 

 
0\th ​� 7KH &/28' $FW LV D RQH�ZD\ VWUHHW� HQDEOLQJ WKH 8�6� WR DFFHVV (8 FLWL]HQV¶ 
GDWD ZLWKRXW UHFLSURFDO (8 DFFHVV WR 8�6� GDWD� 
 

�� ​The US CLOUD Act: Myths vs. Facts​� %6$ � 7KH 6RIWZDUH $OOLDQFH�​ ​$SULO ���� 
KWWSV���ZZZ�EVD�RUJ�ILOHV�SROLF\�ILOLQJV���������XVFORXGDFWP\WK�SGI ​� 

3XEOLVKHG� �� 1RYHPEHU ����      � 



 

)act ​� 7KH &/28' $FW H[SOLFLWO\ SURYLGHV IRU ELODWHUDO H[HFXWLYH DJUHHPHQWV 
DQG PDNHV SURYLVLRQ IRU QRQ�8�6� DXWKRULWLHV WR DFFHVV FRQWHQW VWRUHG E\ 8�6� 
FRPSDQLHV VXEMHFW WR DSSURSULDWH UHVWULFWLRQV DQG VDIHJXDUGV� 

 
 
,,� ,Ppact oI the ​H6DP /HJDO 6WDWHPHQW​ oQ ,QQovatioQ 
 
,QQRYDWLRQ LQ WKH SXEOLF VHFWRU LV GHSHQGHQW RQ DFFHVV WR FORXG VHUYLFHV WKDW RIIHU UREXVW 
VHFXULW\� VFDODELOLW\� FXWWLQJ�HGJH WHFKQRORJ\� DQG KLJKO\ VNLOOHG VXSSRUW� 1RW VXUSULVLQJO\� 
PLVFRQFHSWLRQV DERXW ODZ HQIRUFHPHQW DFFHVV WR GDWD VWRUHG RQ FORXG VHUYLFHV KDYH DGYHUVHO\ 
LPSDFWHG SXEOLF SURFXUHPHQW RI FORXG VHUYLFHV� $W OHDVW RQH VXFK WHQGHU H[SOLFLWO\ VWDWHV WKDW 
WKH VHUYLFH SURYLGHU FDQQRW EH VXEMHFW WR WKH &/28' $FW�  ��

 
SeptePEer �� SePiQar 
/HYHUDJLQJ FXWWLQJ HGJH WHFKQRORJ\ LV FULWLFDO WR LPSURYH KHDOWKFDUH� IRVWHU ,QGXVWU\ ���� 
GHOLYHU VPDUW FLW\ VROXWLRQV DQG PRUH� FORXG VHUYLFHV DUH WKH EDFNERQH VXSSRUWLQJ WKLV 
��VW�FHQWXU\ LQQRYDWLRQ� (YHU\WKLQJ IURP WKH VHFXULW\ RI QHWZRUNV DQG SHUVRQDO FRPSXWHUV� 
WR $,� DQG DXWRQRPRXV GULYLQJ UHO\ RQ FORXG VHUYLFHV� 
 
%XW WKH 6ZHGLVK SXEOLF VHFWRU ULVNV IDOOLQJ EHKLQG ZKHQ LW FRPHV WR GLJLWDOL]DWLRQ DQG UHDSLQJ 
WKH EHQHILWV RI GLJLWDOL]DWLRQ EHFDXVH RI PLVFRQFHSWLRQV DERXW WKH &/28' $FW� $V D 
FRQVHTXHQFH� WKHUH DUH GHOD\V LQ FULWLFDO SXEOLF SURFXUHPHQW SURMHFWV WKDW LPSDFW KHDOWKFDUH 
LQLWLDWLYHV� WUDQVSRUWDWLRQ� DQG PRUH� 
 
2Q 6HSWHPEHU ��� ����� $P&KDP KRVWHG D VHPLQDU WKDW H[DPLQHG WKH SRWHQWLDO RI 
LQQRYDWLYH FORXG VHUYLFHV IRU WKH SXEOLF VHFWRU DQG KRZ PLVLQWHUSUHWDWLRQV RI WKH &/28' $FW 
DUH FKDOOHQJLQJ WKH DELOLW\ RI WKH SXEOLF VHFWRU WR FDSLWDOL]H IXOO\ RQ WKH RSSRUWXQLWLHV DIIRUGHG 
E\ GLJLWDOL]DWLRQ� 
 
'XULQJ WKH VHPLQDUV WZR 8�6� OHJDO H[SHUWV H[SODLQHG WKH SURFHVV DQG QRWHG WKDW LW LV ZLOGO\ 
XQOLNHO\ WKDW 6ZHGLVK JRYHUQPHQW GDWD ZRXOG EH DFFHVVHG JLYHQ WKH PDQ\ VDIHJXDUGV LQ 
SODFH� 7R GR VR ZRXOG UHTXLUH D FULPLQDO FDVH� SUHGLFDWHG RQ ³SUREDEOH FDXVH´ WKDW D FULPH 
ZDV FRPPLWWHG� 3URVHFXWRUV ZRXOG WKHQ FRQVXOW ZLWK ,QWHUQDWLRQDO $IIDLUV RI WKH 'HSDUWPHQW 
RI -XVWLFH WR PDNH WKH FDVH DV WR ZK\ WKLV LQIRUPDWLRQ ZRXOG QHHG WR EH REWDLQHG� ,Q VXFK D 
FDVH� WKH 8�6� JRYHUQPHQW ZRXOG JHQHUDOO\ VHHN D FRRSHUDWLYH SURFHVV LQVWHDG� 6KRXOG WKH 
PDWWHU SURFHHG IXUWKHU� WKH UHTXHVW ZRXOG WKHQ JR EHIRUH DQ LQGHSHQGHQW MXGJH IRU UHYLHZ� 
)LQDOO\� WKH 8�6� VHUYLFH SURYLGHUV PD\ FKDOOHQJH �TXDVK RU PRGLI\� DQ\ RUGHU EDVHG RQ D 
FRQIOLFW RI ODZV WKDW ZRXOG UHTXLUH WKHP WR YLRODWH WKH KRVW FRXQWU\¶V ODZ WR FRPSO\ ZLWK WKH 
VHDUFK ZDUUDQW� 
 

�� 2Q $SULO �� ����� )|UVlNULQJVNDVVDQ �WKH 6ZHGLVK 6RFLDO ,QVXUDQFH $JHQF\� UHOHDVHG D ​WHQGHU IRU &ORXG 
6HUYLFHV ​ WKDW VSHFLILFDOO\ VWDWHV WKDW WKH VHUYLFH SURYLGHU FDQQRW EH FRYHUHG E\ WKH &/28' $FW� ,Q WKHLU WHQGHU� 
VHFWLRQ ��� &ORXG VHUYLFH WR ZKLFK WKH FRQWUDFW UHODWHV� WKH UHFRPPHQGDWLRQ IROORZV� ³7KH VHUYLFH SURYLGHU VKDOO 
HQVXUH WKDW QHLWKHU WKH VHUYLFH SURYLGHU QRU DQ\ RI WKH VXEFRQWUDFWRUV DUH FRYHUHG E\ WKH 8QLWHG 6WDWHV 
&ODULILFDWLRQ /DZIXO 2YHUVHDV 8VH RI 'DWD $FW �&/28' $FW� RU DQ\ RWKHU HTXLYDOHQW DFW LQ DQ\ RWKHU FRXQWU\ 
ZKLFK DXWKRUL]HV WR DFFHVV FRQILGHQWLDO GDWD FRQWDLQHG LQ WKH FORXG VHUYLFH�´  

3XEOLVKHG� �� 1RYHPEHU ����      � 



 

7KH EXVLQHVVHV RQ WKH SDQHO KLJKOLJKWHG WKH LPSRUWDQFH RI GLVSHOOLQJ WKH P\WKV DQG 
PLVXQGHUVWDQGLQJV DURXQG WKH &/28' $FW WKDW DUH OLPLWLQJ WKH XVH RI LQQRYDWLYH WHFKQRORJ\ 
DQG VORZLQJ GRZQ GHOLYHU\ RQ DPELWLRXV GLJLWDOL]DWLRQ SODQV LQ 6ZHGHQ� 
 
 
,,,� 7he C/28' $ct� Process 
 
,Q JHQHUDO� LI D JRYHUQPHQW ZDQWV DFFHVV WR GDWD KHOG E\ D FRPSDQ\ RQ EHKDOI RI DQ 
HQWHUSULVH FOLHQW� WKH FRPSDQ\ ZRXOG H[SHFW WKDW JRYHUQPHQW WR GHDO GLUHFWO\ ZLWK WKDW FOLHQW� 

 
7KHUH DUH ZHOO�HVWDEOLVKHG SROLFLHV DQG SUDFWLFHV� ZKLFK PDNH FOHDU WKDW FRPSDQLHV ZLOO QRW 
SURYLGH DFFHVV WR FOLHQW GDWD VWRUHG RXWVLGH WKH ODZIXO MXULVGLFWLRQ RI DQ\ JRYHUQPHQW 
UHTXHVWLQJ VXFK GDWD� XQOHVV WKH UHTXHVW LV PDGH WKURXJK LQWHUQDWLRQDOO\ UHFRJQL]HG OHJDO 
FKDQQHOV VXFK DV PXWXDO OHJDO DVVLVWDQFH WUHDWLHV �0/$7V�� 

 
7KH &/28' $FW HVWDEOLVKHV DQ DGGLWLRQDO OHJDO FKDQQHO E\ ZKLFK JRYHUQPHQWV FRXOG DJUHH 
ELODWHUDOO\ RQ SURFHGXUHV DQG VDIHJXDUGV WR KDQGOH ODZIXO UHTXHVWV IRU GDWD VWRUHG XQGHU HDFK 
RWKHU¶V OHJDO MXULVGLFWLRQ� 

 
,Q WKH DEVHQFH RI VXFK D ELODWHUDO DJUHHPHQW RU RWKHU LQWHUQDWLRQDOO\ UHFRJQL]HG OHJDO 
FKDQQHOV VXFK DV DQ H[LVWLQJ 0/$7� FRPSDQLHV ZLOO FRQWLQXH WR WDNH DSSURSULDWH VWHSV WR 
FKDOOHQJH UHTXHVWV IRU GDWD VWRUHG RXWVLGH D JRYHUQPHQW¶V OHJDO MXULVGLFWLRQ WKURXJK MXGLFLDO 
DFWLRQ RU RWKHU PHDQV�  ��

  
 
,9� /eJal 2piQioQ 
 
$P&KDP 6ZHGHQ UHWDLQHG 6\QFK $GYRNDW $% WR UHYLHZ WKH LPSDFW RI WKH &/28' $FW LQ 
6ZHGHQ DQG WR FUDIW D PHPR SUHVHQWLQJ WKHLU ILQGLQJV�  ��

 
6\QFK $GYRNDW $% IRXQG WKDW QRWKLQJ LQ FXUUHQW 6ZHGLVK OHJLVODWLRQ H[SOLFLWO\ IRUELGV 
6ZHGLVK SXEOLF VHFWRU HQWLWLHV IURP XVLQJ FORXG VHUYLFHV IURP IRUHLJQ VHUYLFH SURYLGHUV� 7KH 
FRQIXVLRQ VXUURXQGLQJ WKH &/28' $FW DSSHDUV XQMXVWLILHG DQG WR VRPH H[WHQW EDVHG RQ 
PLVXQGHUVWDQGLQJV� 7KH HQDFWPHQW RI WKH &/28' $FW KDV QRW FKDQJHG WKH H[LVWLQJ OHJDO 
VLWXDWLRQ ZLWK UHJDUGV WR 8�6� ODZ HQIRUFHPHQWV¶ DXWKRUL]DWLRQ WR DFFHVV LQIRUPDWLRQ VWRUHG 
E\ HOHFWURQLF FRPPXQLFDWLRQ SURYLGHUV� 7KH DXWKRULW\ IRU VXFK JRYHUQPHQW GDWD DFFHVV 
UHTXHVWV ZDV XQFKDQJHG E\ WKH &/28' $FW� 7KH SURFHVV E\ ZKLFK ODZ HQIRUFHPHQW 
DXWKRULWLHV PD\ JDLQ DFFHVV WR GDWD LV ZHOO�HVWDEOLVKHG DQG FOHDUO\ GHILQHG� 0RUHRYHU� VXFK 
DFFHVV UHTXLUHV 8�6� ODZ HQIRUFHPHQW DXWKRULWLHV WR HVWDEOLVK ³SUREDEOH FDXVH´� 
 
 
 
 

�� 6RXUFH� ,%0� ​*RveUQPeQt Data Access 5eTXests aQG the CLOUD Act ​� �����  
�� ​The CLOUD Act: ,ts MeaQLQJ AQG CRQseTXeQces� ​$PHULFDQ &KDPEHU RI &RPPHUFH LQ 6ZHGHQ� 
KWWSV���ZZZ�DPFKDP�VH�QHZVDUFKLYH�����������WKH�FORXG�DFW�DPS�LWV�LPSOLFDWLRQV�IRU�EXVLQHVV� 

3XEOLVKHG� �� 1RYHPEHU ����      � 

 

9� CoQclusioQ 
 
:KLOH WKH ​eSam /egal Statement ​KDV QR ELQGLQJ HIIHFW DQG ZDV DUJXDEO\ UHQGHUHG PRRW E\ 
WKH 6ZHGLVK *RYHUQPHQW¶V VXEVHTXHQW DSSRLQWPHQW RI D VSHFLDO LQYHVWLJDWRU WR LQYHVWLJDWH 
SXEOLF VHFWRU DFFHVV WR ,7 VHUYLFHV� LW KDV KDG D FKLOOLQJ HIIHFW RQ SXEOLF SURFXUHPHQW DQG� 
FRQVHTXHQWO\� LQQRYDWLRQ LQ WKH SXEOLF VHFWRU� $W WKH VDPH WLPH WKHUH LV DQ XUJHQW QHHG� DQG 
LQGHHG D GHPDQG� ZLWKLQ WKH SXEOLF VHFWRU WR XVH FORXG VHUYLFHV LQ RUGHU WR GLJLWDOO\ 
WUDQVIRUP SXEOLF VHUYLFHV DQG RSHUDWH DV HIILFLHQWO\ DV SRVVLEOH� 
 
1RWKLQJ LQ FXUUHQW 6ZHGLVK ODZ H[SOLFLWO\ IRUELGV SXEOLF VHFWRU HQWLWLHV IURP XVLQJ FORXG 
VHUYLFHV IURP IRUHLJQ VHUYLFH SURYLGHUV� 7KH HQDFWPHQW RI WKH 8�6� &/28' $FW GRHV QRW PDNH 
LW PRUH SUREDEOH WKDW LQIRUPDWLRQ ZLOO EH KDQGHG RYHU WR D WKLUG SDUW\� ,QVWHDG� LW FODULILHV 
ORQJ�VWDQGLQJ 8�6� ODZ� HVWDEOLVKHV D WUDQVSDUHQW UHTXHVW SURFHVV� DQG VWUHQJWKHQV 
RSSRUWXQLWLHV WR FKDOOHQJH DQ\ UHTXHVW IRU DFFHVV WR GDWD�  
 
:KDW LV PRUH� 6ZHGHQ LV LQ WKH SURFHVV RI UDWLI\LQJ WKH %XGDSHVW &\EHUFULPH &RQYHQWLRQ � ��

ZKLFK REOLJDWHV VLJQDWRULHV WR SURYLGH VWRUHG GDWD IURP DQ\ OHJDO HQWLW\ RU SHUVRQ LQ WKHLU 
WHUULWRU\� ,Q IDFW� WKH (XURSHDQ 8QLRQ¶V SURSRVHG H�(YLGHQFH 5HJXODWLRQ  ZRXOG REOLJDWH ��

HYHU\ (8 0HPEHU 6WDWH WR SURYLGH IRUHLJQ�ORFDWHG HYLGHQFH�  
 
)LQDOO\� JLYHQ WKH UREXVW WHFKQLFDO� VWDWXWRU\� DQG FRQWUDFWXDO SURWHFWLRQV DYDLODEOH WR 
FXVWRPHUV� LQFOXGLQJ LQGLYLGXDOV� HQWHUSULVHV� DQG WKH SXEOLF VHFWRU� GLVFORVXUH RI SURWHFWHG 
GDWD LV XQOLNHO\� $QG LW LV ZLOGO\ XQOLNHO\ WKDW WKH 8�6� JRYHUQPHQW ZRXOG VHHN DFFHVV WR 
6ZHGLVK JRYHUQPHQW GDWD JLYHQ WKH PDQ\ VDIHJXDUGV LQ SODFH DQG WKH KLVWRULF DQG VWURQJ 
8�6� ± 6ZHGLVK UHODWLRQVKLS�  

 
 
 

�� ​&RQYHQWLRQ RQ &\EHUFULPH� 1RYHPEHU ���� 
KWWSV���ZZZ�FRH�LQW�HQ�ZHE�FRQYHQWLRQV�IXOO�OLVW���FRQYHQWLRQV�UPV����������������� 
�� (�HYLGHQFH � FURVV�ERUGHU DFFHVV WR HOHFWURQLF HYLGHQFH� $SULO ���� 
KWWSV���HF�HXURSD�HX�LQIR�SROLFLHV�MXVWLFH�DQG�IXQGDPHQWDO�ULJKWV�FULPLQDO�MXVWLFH�H�HYLGHQFH�FURVV�ERUGHU�DFFHVV�
HOHFWURQLF�HYLGHQFHBHQ 

3XEOLVKHG� �� 1RYHPEHU ����      � 



 

7KH EXVLQHVVHV RQ WKH SDQHO KLJKOLJKWHG WKH LPSRUWDQFH RI GLVSHOOLQJ WKH P\WKV DQG 
PLVXQGHUVWDQGLQJV DURXQG WKH &/28' $FW WKDW DUH OLPLWLQJ WKH XVH RI LQQRYDWLYH WHFKQRORJ\ 
DQG VORZLQJ GRZQ GHOLYHU\ RQ DPELWLRXV GLJLWDOL]DWLRQ SODQV LQ 6ZHGHQ� 
 
 
,,,� 7he C/28' $ct� Process 
 
,Q JHQHUDO� LI D JRYHUQPHQW ZDQWV DFFHVV WR GDWD KHOG E\ D FRPSDQ\ RQ EHKDOI RI DQ 
HQWHUSULVH FOLHQW� WKH FRPSDQ\ ZRXOG H[SHFW WKDW JRYHUQPHQW WR GHDO GLUHFWO\ ZLWK WKDW FOLHQW� 

 
7KHUH DUH ZHOO�HVWDEOLVKHG SROLFLHV DQG SUDFWLFHV� ZKLFK PDNH FOHDU WKDW FRPSDQLHV ZLOO QRW 
SURYLGH DFFHVV WR FOLHQW GDWD VWRUHG RXWVLGH WKH ODZIXO MXULVGLFWLRQ RI DQ\ JRYHUQPHQW 
UHTXHVWLQJ VXFK GDWD� XQOHVV WKH UHTXHVW LV PDGH WKURXJK LQWHUQDWLRQDOO\ UHFRJQL]HG OHJDO 
FKDQQHOV VXFK DV PXWXDO OHJDO DVVLVWDQFH WUHDWLHV �0/$7V�� 

 
7KH &/28' $FW HVWDEOLVKHV DQ DGGLWLRQDO OHJDO FKDQQHO E\ ZKLFK JRYHUQPHQWV FRXOG DJUHH 
ELODWHUDOO\ RQ SURFHGXUHV DQG VDIHJXDUGV WR KDQGOH ODZIXO UHTXHVWV IRU GDWD VWRUHG XQGHU HDFK 
RWKHU¶V OHJDO MXULVGLFWLRQ� 

 
,Q WKH DEVHQFH RI VXFK D ELODWHUDO DJUHHPHQW RU RWKHU LQWHUQDWLRQDOO\ UHFRJQL]HG OHJDO 
FKDQQHOV VXFK DV DQ H[LVWLQJ 0/$7� FRPSDQLHV ZLOO FRQWLQXH WR WDNH DSSURSULDWH VWHSV WR 
FKDOOHQJH UHTXHVWV IRU GDWD VWRUHG RXWVLGH D JRYHUQPHQW¶V OHJDO MXULVGLFWLRQ WKURXJK MXGLFLDO 
DFWLRQ RU RWKHU PHDQV�  ��

  
 
,9� /eJal 2piQioQ 
 
$P&KDP 6ZHGHQ UHWDLQHG 6\QFK $GYRNDW $% WR UHYLHZ WKH LPSDFW RI WKH &/28' $FW LQ 
6ZHGHQ DQG WR FUDIW D PHPR SUHVHQWLQJ WKHLU ILQGLQJV�  ��

 
6\QFK $GYRNDW $% IRXQG WKDW QRWKLQJ LQ FXUUHQW 6ZHGLVK OHJLVODWLRQ H[SOLFLWO\ IRUELGV 
6ZHGLVK SXEOLF VHFWRU HQWLWLHV IURP XVLQJ FORXG VHUYLFHV IURP IRUHLJQ VHUYLFH SURYLGHUV� 7KH 
FRQIXVLRQ VXUURXQGLQJ WKH &/28' $FW DSSHDUV XQMXVWLILHG DQG WR VRPH H[WHQW EDVHG RQ 
PLVXQGHUVWDQGLQJV� 7KH HQDFWPHQW RI WKH &/28' $FW KDV QRW FKDQJHG WKH H[LVWLQJ OHJDO 
VLWXDWLRQ ZLWK UHJDUGV WR 8�6� ODZ HQIRUFHPHQWV¶ DXWKRUL]DWLRQ WR DFFHVV LQIRUPDWLRQ VWRUHG 
E\ HOHFWURQLF FRPPXQLFDWLRQ SURYLGHUV� 7KH DXWKRULW\ IRU VXFK JRYHUQPHQW GDWD DFFHVV 
UHTXHVWV ZDV XQFKDQJHG E\ WKH &/28' $FW� 7KH SURFHVV E\ ZKLFK ODZ HQIRUFHPHQW 
DXWKRULWLHV PD\ JDLQ DFFHVV WR GDWD LV ZHOO�HVWDEOLVKHG DQG FOHDUO\ GHILQHG� 0RUHRYHU� VXFK 
DFFHVV UHTXLUHV 8�6� ODZ HQIRUFHPHQW DXWKRULWLHV WR HVWDEOLVK ³SUREDEOH FDXVH´� 
 
 
 
 

�� 6RXUFH� ,%0� ​*RveUQPeQt Data Access 5eTXests aQG the CLOUD Act ​� �����  
�� ​The CLOUD Act: ,ts MeaQLQJ AQG CRQseTXeQces� ​$PHULFDQ &KDPEHU RI &RPPHUFH LQ 6ZHGHQ� 
KWWSV���ZZZ�DPFKDP�VH�QHZVDUFKLYH�����������WKH�FORXG�DFW�DPS�LWV�LPSOLFDWLRQV�IRU�EXVLQHVV� 
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9� CoQclusioQ 
 
:KLOH WKH ​eSam /egal Statement ​KDV QR ELQGLQJ HIIHFW DQG ZDV DUJXDEO\ UHQGHUHG PRRW E\ 
WKH 6ZHGLVK *RYHUQPHQW¶V VXEVHTXHQW DSSRLQWPHQW RI D VSHFLDO LQYHVWLJDWRU WR LQYHVWLJDWH 
SXEOLF VHFWRU DFFHVV WR ,7 VHUYLFHV� LW KDV KDG D FKLOOLQJ HIIHFW RQ SXEOLF SURFXUHPHQW DQG� 
FRQVHTXHQWO\� LQQRYDWLRQ LQ WKH SXEOLF VHFWRU� $W WKH VDPH WLPH WKHUH LV DQ XUJHQW QHHG� DQG 
LQGHHG D GHPDQG� ZLWKLQ WKH SXEOLF VHFWRU WR XVH FORXG VHUYLFHV LQ RUGHU WR GLJLWDOO\ 
WUDQVIRUP SXEOLF VHUYLFHV DQG RSHUDWH DV HIILFLHQWO\ DV SRVVLEOH� 
 
1RWKLQJ LQ FXUUHQW 6ZHGLVK ODZ H[SOLFLWO\ IRUELGV SXEOLF VHFWRU HQWLWLHV IURP XVLQJ FORXG 
VHUYLFHV IURP IRUHLJQ VHUYLFH SURYLGHUV� 7KH HQDFWPHQW RI WKH 8�6� &/28' $FW GRHV QRW PDNH 
LW PRUH SUREDEOH WKDW LQIRUPDWLRQ ZLOO EH KDQGHG RYHU WR D WKLUG SDUW\� ,QVWHDG� LW FODULILHV 
ORQJ�VWDQGLQJ 8�6� ODZ� HVWDEOLVKHV D WUDQVSDUHQW UHTXHVW SURFHVV� DQG VWUHQJWKHQV 
RSSRUWXQLWLHV WR FKDOOHQJH DQ\ UHTXHVW IRU DFFHVV WR GDWD�  
 
:KDW LV PRUH� 6ZHGHQ LV LQ WKH SURFHVV RI UDWLI\LQJ WKH %XGDSHVW &\EHUFULPH &RQYHQWLRQ � ��

ZKLFK REOLJDWHV VLJQDWRULHV WR SURYLGH VWRUHG GDWD IURP DQ\ OHJDO HQWLW\ RU SHUVRQ LQ WKHLU 
WHUULWRU\� ,Q IDFW� WKH (XURSHDQ 8QLRQ¶V SURSRVHG H�(YLGHQFH 5HJXODWLRQ  ZRXOG REOLJDWH ��

HYHU\ (8 0HPEHU 6WDWH WR SURYLGH IRUHLJQ�ORFDWHG HYLGHQFH�  
 
)LQDOO\� JLYHQ WKH UREXVW WHFKQLFDO� VWDWXWRU\� DQG FRQWUDFWXDO SURWHFWLRQV DYDLODEOH WR 
FXVWRPHUV� LQFOXGLQJ LQGLYLGXDOV� HQWHUSULVHV� DQG WKH SXEOLF VHFWRU� GLVFORVXUH RI SURWHFWHG 
GDWD LV XQOLNHO\� $QG LW LV ZLOGO\ XQOLNHO\ WKDW WKH 8�6� JRYHUQPHQW ZRXOG VHHN DFFHVV WR 
6ZHGLVK JRYHUQPHQW GDWD JLYHQ WKH PDQ\ VDIHJXDUGV LQ SODFH DQG WKH KLVWRULF DQG VWURQJ 
8�6� ± 6ZHGLVK UHODWLRQVKLS�  

 
 
 

�� ​&RQYHQWLRQ RQ &\EHUFULPH� 1RYHPEHU ���� 
KWWSV���ZZZ�FRH�LQW�HQ�ZHE�FRQYHQWLRQV�IXOO�OLVW���FRQYHQWLRQV�UPV����������������� 
�� (�HYLGHQFH � FURVV�ERUGHU DFFHVV WR HOHFWURQLF HYLGHQFH� $SULO ���� 
KWWSV���HF�HXURSD�HX�LQIR�SROLFLHV�MXVWLFH�DQG�IXQGDPHQWDO�ULJKWV�FULPLQDO�MXVWLFH�H�HYLGHQFH�FURVV�ERUGHU�DFFHVV�
HOHFWURQLF�HYLGHQFHBHQ 
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